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Why Data is Important?

1. Desjardins, J. (2019) How Much Data is Generated Each Day? Weforum. 

Data created estimate at 

463 exabytes/day 

globally – 2m DVDs1

Data is the Fuel of the 

Digital Economy and at the 
core of new business models 

Business: tailor/develop 
products, or enrich customer 
relationships and solutions 

Government: data-driven 
policy making, public services 
optimization: high-quality 
delivery, modern digitally-
enabled and cost-efficient



What have been done in ASEAN? 

ASEAN Digital Sector (formerly known as the ASEAN ICT sector):

Body: ASEAN Digital Ministers Meeting (ADGMIN)

▪ Senior Officials Meeting (ADGSOM)

▪ Working Group (ADGSOM WG)

▪ ASEAN Network Security Action Council (ANSAC)

▪ Working Group on Digital Data Governance (WG-DDG)



Key Documents in ASEAN

Strategic Action Plans: Master PlansFramework Agreement

Policy Frameworks and Guidelines

https://asean.org/book/asean-digital-masterplan-2025/
https://asean.org/wp-content/uploads/images/2015/November/ICT/15b%20--%20AIM%202020_Publication_Final.pdf
https://asean.org/wp-content/uploads/images/2012/Economic/TELMIN/ASEAN%20ICT%20Masterplan%202015.pdf
https://asean.org/wp-content/uploads/2012/05/10-ASEAN-Framework-on-PDP.pdf
https://asean.org/wp-content/uploads/2012/05/6B-ASEAN-Framework-on-Digital-Data-Governance_Endorsedv1.pdf
https://asean.org/wp-content/uploads/2021/08/ASEAN-Model-Contractual-Clauses-for-Cross-Border-Data-Flows.pdf
https://asean.org/wp-content/uploads/2021/08/Implementing-Guidelines-for-ASEAN-Data-Management-Framework-and-Cross-Border-Data-Flows.pdf


ASEAN Framework 
on Data Governance

(endorsed at the 18th ASEAN 
TELMIN meeting in December 2018)

Strategic Priorities:

1. Data Life Cycle & Ecosystem
2. Cross Border Data Flows
3. Digitalization and Emerging 

Technologies 
4. Legal, Regulatory and Policy 



ASEAN Framework on Data Governance
(endorsed at the 18th ASEAN TELMIN meeting in December 2018)

Strategic Priorities Initiatives 

Data Life Cycle & Ecosystem

Cross Border Data Flows

Digitalization and Emerging Technologies 

Legal, Regulatory and Policy 

ASEAN Data Management Framework
(Data Classification Framework)

Cross Border Data Flows Mechanism

ASEAN Digital Innovation Forums

ASEAN Data Protection and Privacy Forums



1. ASEAN Data Management (Data Classification) Framework

Governance 
& Oversight

Policies & 
Procedural 

Docs

Data 
Inventory

Impact/Risk 
Assessment 

Control 

Monitoring & 
Continuous 

Improvement 

1. Governance & Oversight

2. Policies and Procedure Components



1. ASEAN Data Management (Data Classification) Framework

Data Type and Element 

Question: Data Possession 

3. Data Inventory



1. ASEAN Data Management (Data Classification) Framework

4. Impact/Risk Assessment 

Parameters Impact when the data is 
compromised:

Confidentiality (C): Risk of unauthorized / 

inappropriate disclosure.

Integrity (I): Risk to information quality / 

corruption. 

Availability (A): Risk to information not being 

available to intended users. 

Impact Level Matrix:



1. ASEAN Data Management (Data Classification) Framework

5. Control 

Data Life Cycle



2. ASEAN Cross Border Data Flows (CBDF) Mechanism

The Key Approaches adopted at the 19th TELMIN in Vientiane, Lao PDR, 

in November 2019, proposed that ASEAN focus on developing two 

mechanisms:

ASEAN Model Contractual Clauses (MCCs) – Approved 

ASEAN Certification for Cross Border Data Flows – In Progress



3. ASEAN Data Protection and Privacy Forum (ADPPF)

ADPPF is held annually:

1st ADPPF on 19 August 2019, Bangkok: Chaired by Philippines

2nd ADPPF on  03 December 2019 in Cebu: Chaired by Philippines

3rd ADPPF on 18-19 August 2020, Virtually: Chaired by Singapore

4th ADPPF on 29 September 2021, Virtually: Chaired by Thailand

5th ADPPF to be held on 12 October 2022, Virtually: Chaired by Vietnam



4. ASEAN Digital Innovation Forum (DIF)

DIF is held annually/bienually:

Viet Nam hosted the inaugural Forum on 12 August 2019, in Ha Noi



Data Governance Legal Framework in Cambodia

No any comprehensive data protection and governance regulations: 

- Constitutions (Art.40. rights to privacy)

- Civil Code (Art.10, 11, 12, 13)

- Penal Code (Art. 301,302, 314, 318, 427)

- e-Commerce Law (Art.32)

- Telecommunications Law (Art.65)

- Other sectors specific regulations (banking, finance, health, …)



Important Laws and Regulations

In drafting: 

- Draft law on Cybercrime

- Draft Law on Cybersecurity

Conceptualize and Inceptions:

- Personal Data Protection Regulations 

Cybersecurity vs. Cybercrime2

2. AVI PERSPECTIVE ISSUE: 2022, No. 01



Important Laws and Regulations (cont.)

Components should be included in Cybersecurity regulations: 

- Governance Framework and body

- Critical Information Infrastructure (CII) 

- Licensing Scheme 

- Security measure for prevention, protection and responses

Currently, is being drafted by MPTC



Important Laws and Regulations (cont.)

Personal Data Protection: 

- Governance Framework and body

- Personal Data Definition

- Rights and Obligation for Processing Personal Data

- Sanctions

2. AVI PERSPECTIVE ISSUE: 2022, No. 01



Discussion on the Progress of Cybersecurity Law 
and Personal Data Protection Regulation 



Q&A



THANK YOU!


