The Glass Room,
Data Detox Kit, and
Digital Enquirer Kit

Training-of-Trainers

TACTICAL TECH N xio,

Making sense of the digital \ v 4 I2T CAMP



Agenda:
Part 1 Part 2
1. Opening 1. Explore: Data Detox Kit
2.Warmup 2.Explore: Digital Enquirer
3.Introduction to Tactical Kit

Tech and projects 3.Discussion about local
4.Explore: The Glass Room contexts



Warm Up: Spectogram

Not
Absolutely YES Sure Absolutely NO



| feel
In control of
my data online.

Not
Absolutely YES Sure Absolutely NO




| feel
concerned about
misinformation.

Not
Absolutely YES Sure Absolutely NO




Most people
think critically
about technology.

Not
Absolutely YES Sure Absolutely NO




Technology
causes problems in society.

Not
Absolutely YES Sure Absolutely NO
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Making sense of the digital
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Women’s Rights:
Info-Activism Toolkit
Tell a Story
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SURVIVAL
IN THE
DIGITAL AGE

ABOUT DIGITAL SECUR
FEATURING ONIQ THe RosoT

Tactical Techis
an international
NGO (est. 2003)
that engages
with citizens and
civil-society
organisations to
explore and
mitigate the
Impacts of
technology on
society.




Our vision is a world where digital technologies can
contribute to a more equitable, democratic and
sustainable society.

To enable this change, our mission is to investigate how
digital technologies impact society and individual
autonomy, using our findings to create practical
solutions for citizens and civil society actors.



Current Projects...



Data and Politics

A research project that
explores how political
campaigns around the world
are making use of personal
data and what impact these
methods have on the integrity
of democratic processes.

ourdataourselves.tacticaltech.org/
projects/data-and-politics/




What the Future Wants

A youth initiative that aims -
to put young people in the WHATTHE &
driving seat of their digital F*TURE
futures through education, WANTS
co-creation and capacity
building.

theglassroom.org/youth/




Exposing the Invisible

A project about the techniques,
tools and methods of digital and
non-digital investigations.

Using activities, films, podcasts,
guides and a bank of resources,
Exposing the Invisible aims to
encourage transparency and
accountability and to make
Investigation accessible to
everyone.

exposingtheinvisible.org




The Glass Room



The Glass Room

An interactive pop-up
exhibition on data and
privacy, raising public
awareness about how
digital technologies
Impact society.

theglassroom.org




"White Room”
HKW, Berlin
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Glass Room Community Edition
loT Edition




THE GLASS ROOM
ISINFORMATHOI® EDITION




THE GLASS ROOM
MGG B

Eara oeTos,




THE GLASS ROOM
MISINFORMATION EDITION |

What happens when we incressingly rely an
social media and the web for nearly all aur
information? What information do me see,
and what da we mizs? How do we know if
a picture or @ twoet is gensine o sruthiul?

And whal can we da if we can't be sure?

Information sravels quickly and sasily, maybe
1ca easily, and 1 reaches far and wide

Fiam newsfecds fo influencers, the people
and methods fhat arw preducing, sharing and
siceing info and data have mulliplied, nat 10

#THEGLASSROOM

mention the number of companies making
big business ou of . All these factors can
mabe it ilficultsa fell foct rem fictian, which
sources ta nust and af which o be wary.

As wswrs and comumers, we are na longer
neutral or passive recevers of infomation
We meght alse Be 4 main channals of
disributian

All the Glass Rocm Misinformation Edition
events will be tating place in public spaces
and virtually hroughcet Eurape

pae v [

Monaghan County Library, October 2020

I this. exhib 2 wel
o5 adults, you car how sacial madia
and the web have o 1 the way we read
information and react 1o it Find out sbout
the mew iypes of influsncers, the new and
old tactics thay use, and the rele we she sers
and consumers play within that flow,

¥ou can also sead our free Data Datox &1
which revests how %o tell facts fram ficion
and why it benefits wveryone sround us
when we rake a litly more care sbout what
=e share

®

~

l_J_vHOKED?
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Credits: Koper Library - Slovenia
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MiSkiniai public library, Lithuania, November 2020
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Deepfake
Lab

Unraveling the mystery around deepfakes.

o1.
02.

03.

05. X - . 'a‘rz‘%
) W Deepfake

06.

Technical details Visual flaws

07.
The deepfake was exported with a resolution of 64 px. Algorithm Project reach
The lower resolution means it took less time to train the

N Dataset size [N 1400/2000 images

algorithm, because the model only had to learn how to

08. create a low-resolution image. In close up face shots, the tteration amount [N 100000/268000 times
low resolution is evident. Output resolution [N 64/128 pixels

Training time [l 8/63 hours
09.
10.

06. Target Choice

We've seen how the source is
important in training the algorithm.
What about the target video?

Even with a good source, it can be hard to create a deepfake. Indiana
Jones contains chaotic shots. Compared to the cleaner videos we used

before, the algorithm now has difficulty keeping up.

Harrison Ford

Andrej

Original farget video: Indiana Jones and the Temple of Doom | Rope Bridge Fight




¢Cudles de las siguientes portadas del New York Times son
falsas?

ey

Ehe New Jork Times

= = e P — —
.~ IRAQ WAR ENDS  write for o Times
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iSelecciona una de las opciones de arribal!

Compruebe



VRN DEEP FUTURE

=

How will deepfake video technology
change “your” life and how will it change
how we see others?
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HOW YOUR PHONE IS DESIGNED

TO GRAB YOUR ATTENTION

It gives you FOMO

(fear of missing out)

It makes you feel like
you're getting ahead

Whether hanging out with friends, online or
in a game, you want to feel like you belong.
Designing apps as social hubs, with all of the
trends and challenges of everyday life, means
you will want to get involved.

The Mew Trend

Safting new wends with an app, such as stickers,
fibers or rewards, generates higher sign-up rates
and bocsts popularity,

Do you want to be more popular? Quantifying
friends and interactions means that you will
naturally spend more time online to try to
expand your social circle.

. ‘;‘ »  The Follower Count
A zimple way %o dizplay papularity within a plaform,
Little iz done to differentiate between real people
you know and care about and people you won't

remember lomormow.

m The Experience Meter
A progress eount on social apps and roleplaying

games that shews a dedication 1o the platferm.

171 TheBoosted Post

Viral or nef, reblogging, refwesfing or otherwise
having your confent shared by others is one of the

wranges! ways 1o indicate social acceplance.

e The Online Indicator
A visual cus to show athers are available, ready and
active online — aven if that might net be the cae.

The Streak

A tool that meassures ongeing engagement and
leyally. Longer sireaks are rewarded with visibility
and generate pressure o compate with athers, Leas
your sreak and you have to stan ever,

Do you remember the last fime you shared something that went

Y,

Have you ever stayed on your phone oo long because you
didn’t want 1o lose your sireak?

X



Los detalles importan

VAMOS A UGAR 207

........................................................
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HOOKED

As a product of the information age,
smartphones promote communication and
make our lives more convenient. They have
quickly become an “intimate companion”,
while sucking up more and more of our
time. In the past, we assumed that addiction
was mostly chemical, but now we know
behavioural addiction is real: each day,
people spend at least three hours on their
phones. In 2019, Chinese netizens spent
an average of 5.69 hours a day on their
mobiles, a fivefold increase since 2017. This
project aims to make people more aware of
the time they spend on their phones, and
encourage them to use them less.




ARE YOU HOOKED? |

MISINFORMATI

Have you ever wondered how much time

you spend on your mobile phone?

For most of us, our mobile phones are with us nearly all the time:
either in our hands, in our pockets or by our bedside when we
sleep. One recent study found that smartphone owners check
their phone on average 58 fimes per day.*

Recent iPhones and Android devices have built-in apps that allow
you to check how much time you spend on your phone. On this
poster, you can add your own screen times — anonymously of
course — alongside lots of other people’s screen fimes, so we can
all get a picture of how much we are attached to our phones.

How to find your Screen Time information:

Please note: These apps are only available on iPhone iOS 12 (September 2018) or later and
on Andrid version 9 (August 2018] or later.

||| If you have an Android phone O If you have an iPhone

1. Go to Seftings, then fo = Digital Wellbeing & 1. Go to Seftings, then 1o = Screen Time.
Parental Controls. You'll see a big circle 2. Go 1o =+ See All Activity.
showing your viewing number for today. 3. Atthe top select “Week” view.

2. Press on the circle and you'll get a different 4. Start scrolling down and a banner will
screen with a bar chart and foday’s date. appear at the top with “This Week’s" data

3. By the date, press on the left arrow to show 5. Click the left arrow to show “Last Week's”
your total screen fime for yesterday — your data
last full day, and take a note of it. 6. Bolow tha graph, under “Most Used”,

4. Below the total you'll see a list of apps and the you'll see a list of apps and the time used
time used on each on each

5. These steps show your daily usage. Multiply

the time used on each app by 7, to find the
weekly usage. (i.e. 30 minx7 = 3.5 hours)

Once you have found your screen fime, take note of the time you spend in these categories.

Web surfing including Safari, Chrome, Firefox ~ 'stagram
Music including Spotify, Apple Music
Video including YouTube, TikTok

Other

Chat apps including WhatsApp, Telegram,
Signal, Snapchat

Facebook

Twitter

If you use different apps in the same category, for example lots of chat apps, just add them all up
1o get a rough number of hours and minutes.

Then on the poster:
oAverage Screen Time ° @ Specific Screen Time
b
The centre circle — the pupil — shows the time The outer circle — the iris — is divided into
spent on your phone on average in one day. Fill categories. Starting at the outer edge of the
in the dots accordingly. For example, for 3.5  pupil, draw a line towards the outside of the
hours, fill in 3 dots and a half dot iris until you reach the number of hours used

on that type of app (in a week)




Our View
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. Google's View
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WE ALL SHARE

Everyone shares—though some mare than athers, Do we always know the iree nature of the
conbant we like, endorse or forward? Social media and the internet allow information o flow
Freely in all directions, whether if's frue or false. In fact, misinformadion is often carefully crafied
o grab our attention, making i more Eely to be consumed and shared. We are the ones
who make it influential, it all sars with one ke, click or share.

Whal makes s share condent?

st e s s
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WE ALL HAVE OPINIONS

Everyone sees and judges things differendly. Our sbility fo exchange opinions and adapi
our own views is crucial for our communication with friends, family, sirangers, instilutions
and organizations. When stories that are designed 1o mislead or proveke are added
o the mix, it makes if even harder o have a conversation. When fhe ability 1o discuss
and rewark our parspective decreases, so does our empathy fowards cthars, furthar
dividing us all.

How do you feel misinformadion impacks you?

it makens 8 samm [l tharw's caly sne
[T —i

o, b g st v i

e e e g

5 e e b e
(e ——

WE ARE ALL CONNECTED

W are more d than ever, by circulating condent by viewing, ranking,
liking and sharing. Some of the langer social plafforms and services connec up fo a
quarier of the world's population within a single app. Should connecting people at such
an unprecedenied scale make those enabling it responsible for the consequences™

What is the irue cosi of eonnecling everyons?

Fin ci 4 o s g 4 g
Cambubbg b aga i o i e

® 2,000,000,000
3 2,900,000,000
@ 7,900,000,000

“Earperstions, af laast in sncisl madia l—l....v.hu..._.n.u..,
revamus. You mexmizs
waximizs sngegaman, you masimizs osbraga.”
Erix Schmidl, formar fealsis C2O0

iy S, e B et ki




[E8] Artending A Work Meeting

REWARD EVERYTHING KEEP IT EMOTIONAL

Watch A Funny Video

BY shopping Time
Getting Some Workou|

FEED THE DESIRE

Take A Moment

||E]|| @
[E)| Ask Alexa To Play Music

GENERATE A FEAR
[ OF MisSING ouT]

MAKE IT EASY

Period

tracking apps

. Maya
@ Lunar
Clue
Eve
u Flo

Wl MIA Femv

Contraceptive &

Fertility apps

Glow
. Premom

@ 8ith Control Pill Reminder
@ Natural Birth Control

[ safe Abortion

Ovia Fertitliy

() Lady Pill Reminder

() Femometer

Pregnancy

Gl

monitoring apps

Healofy

B +HiMommy

&) Pregnancy Week By Week
. Pregnancy+

B The Bump

Detailed Profiling

w Plus Side

B HSV-Da_'_e_,—""—

Sexual health
guides

kel Safe

. Vamos

. Female Body Diseases




What's on for the Glass Room:

- Misinformation Edition now in over 15 languages!

- Developed an Outdoor version of the Community Edition

- Developed a Low-Cost version of the Community Edition (A3 and A4 prints)
— Partnerships in Nigeria, India, Balkans, and Brazil to adapt the exhibition

- Larger Glass Room currently on show at MOD., Adelaide Australia & DHMD
Dresden, Germany and Austria in Dec 2022



Berlin, Germany
March 2022
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HOW YOUR PHONE
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— -







The Glass Room,
Data Detox Kit, and
Digital Enquirer Kit

Training-of-Trainers

TACTICAL TECH N xio,

Making sense of the digital \ v 4 I2T CAMP



Agenda:
Part 1 Part 2
1. Opening 1. Explore: Data Detox Kit
2.Warm up 2.Explore: Digital Enquirer
3.Introduction to Tactical Kit

Tech and projects 3.Discussion about local
4.Explore: The Glass Room contexts



PData Detox Kit



Data Detox Kit

A self-learning guide to
Increase online privacy,
digital security and
wellbeing. It offers simple
steps you can take towards
a more balanced digital
lifestyle.

datadetoxkit.org




English

doey 2]
bahasa
bemapyckad
AT

Dansk
Deutsch

EAANVLIKG

Espanol
Euskara

Francais
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Hrvatski

[taliano
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datadetoxkit.org

nnMayv
Nederlands
Norsk
Polski
Portugueés
PYCCKUM
slovenscina

Suomeksi

Svenska
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Armenian
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MISINFORM 4 "
MAR :

Bbie- .

you

YOUR
= SECURITY

GAME
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Passworgg

%070u should mae

Let's get stary

TACTICN, T
TECH “datag

Ther,

How 1o
BEFRIEND
A HACKER

ot
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DETOX
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Ormw you seitie!
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TACTICAL  punsswidny

TECN

Visit datadetoxkit.org/youth

() seve chechitaren
Cadiion 1o find out more.







C @ belfercenter.org/TechSpotlight » 1 ¥

For Students For the Pres

Directory

o}

HARVARD Kennedy School

BELFER CENTER Research v  Experts  Programs & Proje

for Science and International Affairs

Home Case Studies Ceremonies About Contact

Tech Spotlight

Recognizing projects and initiatives that demonstrate a
commitment to tech and public purpose.
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Do you feel
out of control
of your data?

ONTROL YO
SMARTPHONE®DATA

Your phone s

to increase your online priva constantly
: craving connection...

A

Slide Deck

i s g
v A b A

Data Detox: Control Your Smartphone Data to Increase

Your Online Privacy

Worksbep:50.60 mmuses

Ideal ceiline for 10-25 people

1 e s o tho fe ot B o and Badom Bk

cn you sight @ pivacy
* Leam abot bene the cata mckisry
+ Take seps o make your e sicre pavae

Detailed Outline

35-15:40
Openiing section: 5 minues
1 [aroduction: warkshop tile, facilistor nsme, “this warkshop cones from Tactical
Tech's Dats Deton K™ ]
3. Nawe: if you can ask 3 collesgue s join e video call 1o asvist with tech isues,
‘youcan ingocice them here 0a. “1{ you have any tech ksues, please send 2
st e i the chat tax”
2. [Read these gasls aut)
3. [Explsin the ground rules) the phone symbul in the yelkowiarange circle indicas to
paricipans @it @rey should pull ow their phanes and follaw the sseps.

15:40-16:00
‘Warm up: 20 mirutes

& Why da you care shaut online privac
b Now-taker in exch group
€ One valuneer from esch groupta present 1o big graup (sch group shauld ligure
outwho your spesher & in advancet)
4 Once breskau raams end, ssk eseh roup ta present some key pains (you ean
it e 0 1 minuie per 104, (0 ave on )
e Ask everyane 1o pasee thelr nows in She chat %0 1t you can save them—dhese can
be fun 1 keep
5. Edward Smviden quote
& Facilissor: Don't larget 0 tell abers why you care sbout privacy if you leel
camforishle sharing.

1600-16:10
Phone nume: 10 minuses

A prodext of

TACTICAL
TECH

Outline



Who Is Mr. J?

Browsing Histories: Metadata Explorations
by Tactical Tech & Share Lab



http://www.20min.ch/switzerland/news/story/Swiss-Italian-Border-will-close-
30130071

http://www.mediajobs.ch/openings/indexl.html?sk=mj&category=219&searchtype=
angebot&Media-Journalism-Publishing

https://www.google.com.hk/search?qg=brew+house&og=Brew+House&aqs=chrome.
.61i57j015.j0j4&sourceid=chrome&es_sm=91

https://www.google.com.sg/search?q=30+Merchant+Road&og=30+Merchant+Road
&ags=chrome..67i77.j0j7&sourceid=chrome&es_sm=91

https://www.google.com.sg/webhp?sourceid=chrome-
instant&ion=1&espv=2&ie=UTF-8#qg=marina%20bay%20room

https://www.google.com.sg/maps/place/Lee+Kuan+Yew+School+of+Public+Policy/
@1.3014704,103.1190111,15z/data=!4m2!1Tm1!1s0x0



http://www.20min.ch/switzerland/news/story/Swiss-Italian-Border-will-close-
30130071

http://www.mediajobs.ch/openings/index1l.html?sk=mj&category=219&searchtype=a
ngebot&Media-Jdournalism-Publishing

https://www.google.com.hk/search?g=brew+house&oq=Brew+House&ags=chrome..6
1i57)015.j0j4&sourceid=chrome&es_sm=9]

https://www.google.com.sg/search?q=30+Merchant+Road&oqg=30+Merchant+Road&a
gs=chrome..67i77.j0j7&sourceid=chrome&es_sm=9]1

https://www.google.com.sg/webhp?sourceid=chrome-
instant&ion=1&espv=2&ie=UTF-8#qg=marina%20bay%20room

https://www.google.com.sg/maps/place/Lee+Kuan+Yew+School+of+Public+Policy/ @
1.53014704,103.1190111,15z/data=!4m2!Tm1!1s0x0



Mr. J's browser history included:

e 21500 URLs from his activities between April-
June of that year

e Exacttime and date

e Number of times visited

e |Lasttimevisited



In an average week:

« Mr. d starts browsing on his computer around 9am
- On the weekend he sleepsin and starts around
midday

- On Thursday and Saturday evenings he leaves the
house, returning to browsing around midnight or
late the next morning



Mr. J's location:

 His life patterns were out of the ordinary in the first

two weeks of April
» Taking a closer look at the URL revealed that he was

traveling from Switzerland to Hong Kong and
Singapore

.ch .SQ .nk



Mr. J's location:

His Google Map searches revealed which places he
intended, desired, or preferred to go in Hong Kong and
Singapore

www.google.com.hk/[ ... |Brew+House
www.google.com.sg/[...]30+Merchant+Road
www.google.com.sg/[...Jmarina%20bay%20room
www.google.com.sg/[...]Lee+Kuan+Yew+School+of+Public+Policy




Identity and Social Network

In fact, within just a few minutes of analyzing this
browser history data set, Mr. J's Facebook visits
revealed his real name and enabled the researchers to
reconstruct part of his social connections.

Read the full report: hirh,
. r.q_.ﬁ.l_q_._ _

W Lt
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Does your
Photo Filter App
need access to
your location?

Zan




Turn off any permissions that -

an app doesn't need to function: '

Android:
Settings = Apps = Manage access on a per-app basis

IPhone:
Settings = Privacy — Select the permission you'd like to manage —

Manage access on a per-app basis



Digital Enquirer Kit



Digital Enquirer Kit

An e-learning course about how to
prevent the spread of
misinformation.

The course covers media literacy,
verification, navigating the internet
and how to fact-check safely.

digitalenquirerkit.org




[3 The Do No Harm Principle

W

The Do No Harm principle means that you
prioritize the safety and well-being of
yourself and others. You help as much as
you can without causing harm to yourself
and others.

’

.

As a Digital Enquirer, you should always refer
back to the Do No Harm principle when you
embark on an enquiry, document information,
or share information with others.

J






Digital

A Reliable Way to Conduct Research

P
“
<

One of the most reliable ways of
conducting research is to follow
the Scientific Method. As the name
implies, scientists in the lab follow
these steps, as well as researchers
of various disciplines and
professions outside of the sciences.

There are seven steps for a Digital
Enquirer. Let’s see what they are.
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ACTIVITY:
potting

CANYOU TELL
IN WHICH

CITIES THESE

IMAGES WERE
TAKEN?
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Clue: Architecture
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| ocal Context
Jiscussion



1. Do you see that these projects will fit
into your context? (Why? Why not?)

2. How should these projects change to
fitin or be more interesting to local
audiences?

3. What should be taken into
consideration?(in regards to localizing
and later using the materials)



Call to action:

Open to localization and adaptation partnership
for Cambodian contexts...

Emalil Safa at safa@tacticaltech.org to discuss
details!



mailto:safa@tacticaltech.org

Thank You!

Follow us on Twitter: @info_activism
Visit our website: tacticaltech.org
Subscribe to our newsletter In the Loop:
lists.tacticaltech.org

Get in touch! ttc@tacticaltech.org

TACTICAL TECH

Making sense of the digital




