
WordPress Security for 
Beginners

Simple tips to secure your WP 
websites



Did you know…

● On average, there are 30,000 new websites are hacked every day. (Source: 

Forbes)

● The most common way websites get hacked is by automated tools. 

● The average time to identify a breach in 2020 was 228 days.

● Online threats have increased by as much as 6 times their usual levels 

during the COVID-19 pandemic. (Source: Info Security Magazine)

https://www.forbes.com/sites/jameslyne/2013/09/06/30000-web-sites-hacked-a-day-how-do-you-host-yours/?sh=6c6647cf1738
https://www.infosecurity-magazine.com/news/cyberattacks-up-37-over-past-month/


What we will cover today

● Why websites get hacked?

● How they get hacked?

● Secure them with simple techniques



Hi! I’m Vannkorn

I am a freelance Web Developer. I’ve been using 
WordPress for almost 10 years.

I’ve built website projects with passions and love 
from e-commerce, company profiles, news agencies, 
NGOs to Database Management System 
using WordPress.

www.vannkorn.com
vannkorn@gmail.com 

http://www.vannkorn.com
mailto:vannkorn@gmail.com


Why website get hacked?

● Fun

● Traffic

● Competition

● Data

● To use as a staging point for watering hole attacks.



How websites get hacked?

● Access control

● Software vulnerabilities

● Third-party integrations



Tips to Secure them



1. Secure Ecosystems



1. Secure Ecosystems

● Avoid using default credentials. 
root, admin, user, password, …

● Use strong password

● Enforce multi-factor authentication (MFA)



2. Plugins & Themes

● Use only from the official WordPress website or some trusted market places

● Always update & Remove unused



2. Plugins & Themes

● Not available on Exploit Database (https://www.exploit-db.com/)



3. Prevent From Brute Force Attack



4. Disable user registration if not necessary



5. Always clean up spam comments



6. Backup

● Backup both your data and system-

configuration automatically

● Keep the backup in the safe place

● Test disaster recovery



7. Use the latest version of PHP

● Current supported PHP version is 7.4



8. Choose secured usernames

● Avoid dictionary words
root, admin, user, password, …

●



9. Table Prefix



10. Disable Theme Editor



Your Tips?



More Tips

● https://wordpress.org/support/article/hardening-wordpress/ 

● https://www.cisa.gov/uscert/ncas/tips/ST18-006 

https://wordpress.org/support/article/hardening-wordpress/
https://www.cisa.gov/uscert/ncas/tips/ST18-006

